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Rationale: Despite three decades of firmly entrenched
Information technology presence within the clinical
laboratory domain, there had been:

« NoO emergence of a standardized, seamless &
Interoperable solution by which records can be
exchanged between institutions, without the need for
customized interfaces and programming

* No public attempts to demonstrate such interoperability
at domain-appropriate events (as already has been
demonstrated with Radiology and EHR systems)

“Out of the box”LIS Interoperability remains an unmet need



Infotech

What Interop is:
— A partnership of vendors, academia and government

— A real-world example of cutting-edge federated web
architecture at work

— A real-world example of cloud services attached to
the federation, adding incremental value to retrieved
data, in the form of interpretative services

— An Interactive experience, whereby attendees of LITS
can observe seamless interoperability in an actual
federation of LIS, govt. and interpretive services
vendors



Historical Setting:

HL7 is not a tightly constrained standard and as such, it is not a true
standard at all

Every interface constructed with our current antiquated methods
should be considered as a unique instantiation, thus requiring
customized support and specialized expertise

As the number of requisite or desirable interconnections increase
within and between our enterprises, the overall healthcare system
evolves towards a point of technical un-sustainability, in terms of
stewardship of such systems and interfaces.

In support of intra- and inter-institutional interfaces, what is required
IS the adoption and use of true standards, based upon modern data
representation and exchange methods.



What are these modern methods?
o eXtensible Markup Language (XML)

e Federated architectures

* Properly adjudicated namespaces and
strongly typed concepts and data
elements (1SO-11179)

o Service-oriented Architectures (SOASs) and
normalized data models

e Grid Computing
e Cloud Service Architectures

Our present manner of construction of conventional LIS
Interfaces differs from the above list in essentially every aspect.



Interop 2009 Project Design

o Partnership of Industry, government and academia

Initially announced in March of 2008

At present:
* Five major LIS vendors
* One data interpretive services vendor

» National Cancer Institute caBIG biospecimen repository working group
— Dr. lan Fore

» University of Michigan

Create a grid-services solution for demonstration at LITS-2009 that would
demonstrate the following:
» Seamless interoperability of exchange of lab results between commercial LISs

 Interactive format for LITs attendees, similar to DICOM / IHE “connecathons” of the
prior two decades

Effort for implementation not to exceed 40 man-hours per site
All tools based on open-source architectures and software
All tools and standards to be released to the public domain

Core functionality to serve as the edifice for subsequent expansion of the grid
services

Fully functional in time for LITS-2009
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responding sites aggregated with connection
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Background

The central mission of this anticipated demonstration is the creation of an interactive experience, whereby attendees of the 2009 Lab Infotech Summit
will witness seamless exchange and aggregation of laboratory results across the plurality of participating vendors (including, we hope, a functioning node
sponsored by National Cancer Institute, using their Cancer Biocinformatics Grid (CABig) services architecture as the "LIS Equivalent,” as NCI has
expressed its intent to participate as a federant).

Upon local registration at the conference, each attendee will be given a 3x5 card which will have one of the names from the first 400 entries of the
present list of 1000 randomized names. As we do not anticipate more than 400 attendees, this should be adequate for allowing a satisfactory
demonstration of the cloud’s correct operation, for all that are in attendance.

Because of time constraints and the potential for slight variation in textual data entry, it was felt that creating a pre-coordinated list of randomized
patient demographics was preferable to expecting participants to go through the drudgery of their own time-consuming data entry with each and every
vendor participant, as an enabling condition for being able to see one's own data aggregated across the cloud. However, this pre-population of
demographics is in no way disingenuous towards the goal of demonstrating service oriented architecture (SOA) interoperability, as indeed, each LIS
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vendor will have already iterated through the process of generating a local hash number from the locally-entered patient demographics. To be clear, the
hash number is in the existing spreadsheet for validation purposes only. The intent is that each and every attached node obtains a hash number for each of their mock patients by use
of the services component of the cloud and not by merely entering the hash from the spreadsheet.

At the end of the hash population process, each vendor will have, locally, a SOA-derived hash number in their local schema that will be the same number as present in all the remaining

participant LIS schemata, for each respective mock patient.

Activities already completed

* A list of 1000 randomized patient demographic entries has been created and is available on the WIKI.
+ A reference hash number of each patient entry has been placed in the above list, for validation purposes only.

* A Jocal reference node has been activated at the University of Michigan, with all 1000 patients being present and available for query via the hash key. Also this key has been generated
for each patient entry by the interop.p_hash service capability of the cloud.

* The first 50 patient entries of this list have had “results data” placed into the Jocal reference node, guaranteeing that any query towards one of these 50 patients, by any attached
node, will result in a non-null query response, with at least the contents of our focal reference node.

Activities to be completed by Vendor Participants, prior to the meeting

Given the availability of a working cloud and an available reference node, which is configured to return lab results for the first fifty patients, it is hoped that there is an adequate test bed
in place for vendors to complete two key deliverables, well ahead of the date of the Lab InfoTech Summit Meeting:

1. Fully test their attached functionality
2. Populate at least the first 400 patient entries, in their own systems, with at least one lab result per patient, thus guaranteeing that at the live presentation in Las Vegas, every one
of these first 400 patients will have representative data on each participant system.

Completion of the above two critical tasks will guarantee that every query will obtain federated data from every other federant on the cloud, making for a successful and satisfying
experience for meeting attendees.

In summary, every vendor participant is asked to:

* Ensure that at least the first 400 of the 1000 randomized patient identities are locally entered in their local system
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# Place at least one "result” in their local system for each of the 400 patient entries

Upon completion of the above steps, vendors are asked to carry out a final phase of pre-meeting testing and validation of their query/response functionality, such that each node
receives not only other results from the cloud, but also their own results (recognizing that the collective behavior of the cloud is one of aggregation). Hence, upon submission of a query
(in the form of merely a hash number) to the cloud, the cloud should return results present for all sites actively attached.

Activities to be completed by Lab Infotech Interop Staff, at Registration, On site

* Each Attendee, at the time of local registration, will be given a 3 x 5 card with their "demographics.”

® The overall intended LITS-Interop attendee browsing approach will be described at the didactic presentation, providing enough information for attendees to be aware of a) the intended
steps that they will need to carry out with each of the respective vendor participants and b) the underpinnings and significance of what they will be witnessing in the course of their
perusing the integrated functionality of each of the available vendor LIS demonstration locations.

Activities to be carried out by Vendor Participants, in the course of demonstrating the intact functionality of the cloud

Each vendor participant will be provided internet access by the event organizers, in the form of either WPA-based WIFI or a local R145 100/ 1000MBit connection. Because of variability
with respect to computational performance and plug-in capabilities, we ask that vendors be responsible for bringing to the Summit an appropriate set of computers, that are known to be
compatible with the vendor's own web-based applications. We ask that at least two workstations as a minimum be provided by each vendor, with three units being the optimum goal, to
allow for simplified concurrent perusing by LITS-Interop attendees.

Scripted Attendee Use of Cloud

Model one (pre-populated data)

® The attendee will present himself/herself to the vendor with his/her “identity” on the 3x5 card.
= The vendor application specialist will demonstrate the patient lookup capabilities of the local system, confirming that the patient indeed has been pre-registered at the local system
= The vendor application specialist will demonstrate local search capabilities of the LIS, obtaining all locally-present pre-resulted lab data in that local system.

= The wendor application specialist will demonstrate federated, real-time search capabilities across the cloud, obtaining all data from all attached federants, and presenting in,
seamlessly, in the local LIS as an aggregated cumulative summary of all local and external data.

Model two (newly-populated data)

= The attendee will present himself/herself to the vendor with his/her “identity” on the 3x5 card.

® The attendee will ask the vendor application specialist to order a test in the local system and then result that test with appropriate contents, followed by confirmation that the
result has indeed posted to that patient’s record on the local system.

= The attendee will then visit the remaining vendors and demonstrate to his/her satisfaction that the result that was previously posted on the foreign system does indeed appear on
the current local system, when a federated query is run against the cloud with the presented demographics of that patient’s identity.

Note

Activity carried out in support of Model Two is particularly important to the success of the demonstration, as it will provide conclusive evidence to attendees that the cloud is operating
in support of true, real-time federation.
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Scripted Attendee Use of Cloud

Model One (pre-populated data)

*The attendee will present himself/herself to the vendor with his/her “identity” on the 3x5 card.
*The vendor application specialist will demonstrate the patient lookup capabilities of the local
system, confirming that the patient indeed has been pre-registered at the local system

*The vendor application specialist will demonstrate local search capabilities of the LIS,
obtaining all locally-present pre-resulted lab data in that local system.

*The vendor application specialist will demonstrate federated, real-time search capabilities
across the cloud, obtaining all data from all attached federants, and presenting in,
seamlessly, in the local LIS as an aggregated cumulative summary of all local and external
data.

Model Two (newly-populated data)

*The attendee will present himself/herself to the vendor with his/her “identity” on the 3x5 card.
*The attendee will ask the vendor application specialist to order a test in the local system and
then result that test with appropriate contents, followed by confirmation that the result has
indeed posted to that patient’s record on the local system.

*The attendee will then visit the remaining vendors and demonstrate to his/her satisfaction that
the result that was previously posted on the initial foreign system does indeed appear on the
current local system, when a federated query is run against the cloud with the presented
demographics of that patient’s identity.

Note

Activity carried out in support of Model Two is particularly important to the success of the demonstration, as
it will provide conclusive evidence that the cloud is operating in support of true, real-time federation.
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XML-RPC API Calls

This section will identify and define the XML-RPC calls needed to programmatically communicate with the LITS InterOp.
This model is language independent as all communication will be XML based.

Sending and receiving of data stream can be implemented where appropriate independent of platform.

Function Definition

XML-RPC Request

XML-RPC Response

interop.register request response
interop.unregister request response
interop.login request response
interop.logout request response
interop.status request response
interop.nodeStatus request response
interop.p_hash request response
interop.get request response
node.status request response
node.accept request response
node.get request response
Discussion
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interop.register Tabla of Contants <
sinterop.register
-Definition
Definition it

This function will allow a node to register with the InterOp server. Registration Key is provided to client pre-node registration and is entered into node for transmission to
InterOp. All communications are via SSL and XML-RPC. Once registered, the server retains the node in the database of registered nodes.

will require data transmissions from the nodes to come from specific IP addresses. InterOp server will also require nodes to transmit from predetermined IP addresses. On
receipt of data, the InterOp server validates the information and returns a 'TRUE' or 'FALSE' depending if data validates successfully.

Request

E<?x:nl version="1 >

| <xmlREC>

: <methodCall>

b <methodName>registerd/methodName>

<params>

H <param>

E <value><string>[SITE NAME]</atring></value>
H <!-- Human Readable Site Name --»

E </param>

H <param>

E <value><string>[REG_KEY]</string»</value>
i <!-- Provided Registration Key -->

E </param>

: <param>

i <value><string>[URL]</string></value>

H <f--

E </param>

<param>

H <value><string> [FROTOCOL] </atring></value>
E <!-- spap| xmlrpc-—->

H </param>

E </params>

| </methodCall>

| </¥mlREC>

Response
R IRV TRR R TR RO RER N R8 !
| <?xml version="1.0"2>

| <xmlREC>

H <methodResponaes>

<params>

i <param>

E <wvalue><boolean>[TRUE | FALSE]</boolean></value>
i </param>

E </ /params>

i </methodResponses

| </3m1REC>
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sintercp.unregister
-Definition
Regquest

DEfInItIDn -Response

This function will allow a registered node to unregister with the InterOp server. The node will be removed from the servers node listing.

MNode sends the registration key to the server. On receipt and validation, the server removes the node from the server's node listing. A response of "TRUE' is returned when
the node is unregistered. If the node is unable to unregister, a response of 'FALSE' is returned.

Request

<?xml versicn="1.0"7>
| <¥m1RPC>

: <methodCalls

b <methodWame>unregister</methodName >

E <params>

| <param»

E <value><string>[REG KEY]</string></wvalue>
b </param>

i </paramsx>

H </methodCalls

| </xm1REC>

| <?xml version="1.0"7>
| <xml1REC>

b <methodResponses

E <pErEmS>

b <param>

<value><boclean> [TRUE | FALSE] </boolean></value>
H </param>

E </paramsax

b </methodResponses

| </xm1REC>
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sinterop.login
-Definition
=Request

DEfInItIDn -Response

This function will allow a registered node login to the InterOp server. A logged in status equates to the node being available to return data upon a request.

Node sends its registration key to the InterCp server where it is validated. Upon successful validation, the server generates a session key and returns it to the node. At
that time, the InterOp server retains it as an active node and will propagate requests to the logged in node. If validation fails, a response of 'FALSE' is returned to the
node.

Request

<2xml wversion="1.0"23>
<xml1RFC>
<methodCall>
<methodName>login</methedName:>
<params
<param>
<valuer<str>[BEG_KEY]</str></value>
</param>
</params>
</methodCall>
</ xm1RFC>

<2xml wversion="1.0"23>

i <methodReasponses :
p <params> ]
i <param>
| <value><str>»[SESSION KEY|FALSE]</str></value> J
i </param:> i
[ </params> ]
i </methodResponses
' </ xm]lRPC> |
o |
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sinterop.logout
-Definition
=Request

DEfInItIDn -Response

This function will allow a registered node to logout of the application. A logged out status equates to the node being unavailable to return data upon a request.

Node sends its session key to the InterOp server where it is validated. Upon a successful validation, the server flags the node as inactive and will not propagate requests
to the node and a response of 'TRUE' is returned. If validation fails, a response of 'FALSE' is returned and the node remains logged in.

Request

| <?xml version="1.0"7>

| <xml1REC>

| <methodCall>

E <methodiame>logout< /methodiame

b <pErams>

<param>

H <valuer<str>[SESSION KEY]«</str»</valuexr
E </param>

b </paramax

: </methodCally

<2xml wversion="1.0"23>

I <methodResponses .
p <params> [
i <param> '
| <value><booleans [TRUE | FALSE] </bocleans></value> d
I </param> i
| </params> g
i </methodResponses
' </ xm1RPCx |
o |
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sinterocp.status
-Definition
Request

DEfInItIDn Fesponse

This function allows the node to send a 'ping' to the server. The server will return a status response along with a timestamp. If the 'OK' response is returned, the node
remains active for queries. Otherwise, the node is logged out.

The node sends a PING request to the InterQOp server. The server sends its status along with a timestamp to the node. 'ERRCR' response can be returned if the node is
having problems communicating. A null response assumes there are connectivity issues.

Request

E<?xm1 version="1.0"2>
| <xmlREC>

; <methodCalls

| <methodNanerstatus</methodName>

E <params>

b <param>

E <wvaluerx<string>PING</string></value>
b </param>

E </params>

| </methodCall>

! </xm1REC>

<¥aml version="1.0"%>
<methodResponses
<params>
<param>
<wvalue><str> [OK|DOWN|ERROR] </ str></value>
</param>
<param>
<valuex<dateTime.is08601>YYYYMMDDTHAEMMS5</dateTine. is08601 </ value>
</param>
</parama>
</methodResponse>
</ ¥mlREC>
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sinterop.nodeStatus
*Reguest
Response

This function allows a registered node to send a 'ping' to another node to verify and update the target node status on the InterOp server.

A node transmits a PING request along with the "Site Key” of the target node to the InterOp server. The InterOp passes the request to the target node. The target node
responds, updating the InterOp server. The InterOp server then sends the status of the target node to the requesting node.

Request
R R R R R R R R R R R I R R I R R R R R R NIRRT IRRIERIIREIR '
| €2¥ml wersion="1.0"2> E
| <xm1REC> d
! <methedCall> :
E <methodlame>nodeStatus<,/methodlame> 1
i <params> :
E <paramr 1
| <valuex<{atr>PING</atr></value> :
E «valuer<atr>[SITE_KEY]«</atr»</value: 1
i </param> E
E </params> H
! </methodCalls :
| </ xm1REC> 5
L o oo o o it
Response
I e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e '
<?xml version="1.0"3>
<methodResponse>
<params>
<param>
<value><str»[SITE_KEY]«/str></value>
</param>
<param>
<value><str>TRUE | FALSE</3tr></value>
</param>
<param>

<!-- If O -->

<valuex<dateTime.i1308601>YYYYMMDDTHHMMSS< /fdateTime.i5308601%</value
<I!-- If ERROR --»

<valuex<str>[REEASON FOR ERROR]</str></value>

</param>
</params>
</methodBesponse
</ Em1RPC>
e o o e o o e i iiiiiiiiiiiiiiiiiiiillll |
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interop.p_hash Table of Contents =
-interop.p_hash
Definition
Definition efporee

This function allows the server to transmit patent demographics to the server and a have the hash returned.

MNode transmits demographics to server where it is hashed using a salt. The patient hash is returned to the node and the hash stored as a key to identify the patient on
future query requests.

Reguest

| <2xml version="1.0"2> :
| <xmlREC> ;
| <methodCall> :
; methediame>p_hash</methodiane |
i <paramax
<paramy |
| <value><str>[FIRST_NAME]</str></valuer> <!-- <= 1
: </param> |
i <param> 1
: <value><str>[LAST NAME]</str></value> <!—- :
3 < /param> i
| <param> :
; <value><str>[MIDDLE_INITIAL]</str></value> </-- <= 1 ]
| </paran>
: <param> i
| <value><str>[SUFFIX]</str></valuer </-- <= :
: </paran> :
i <param> 1
f <valued<atr>[FREFIX]</atr></value» <! ‘
</param> 1
| <paramy
<value><str>[DEGREE]</str></value> <!/-—- ]
| </param> :
: <param> 1
| <value<str>[DATE_OF_BIRTH]</str></valuey <!-- :
| </param>
: <param» ;
| <value><str>[STREET_ADDRESS]</stri</value> </-- <= 20 :
' </param> :
<param> ]
1 <value><atr>[OTHER DESIGNATION]</str»</value> </-- <= 20 char --» ;
: </param> |
| <param>
: <value><str>[CITY]</str></value> </-- < |
] </param> ‘
: <param> :
| <value<str>[STATE]</stry</value> </-- <= 2 ]
</param>
| <param» |
: evalusy<atry[ZIE]</strr< /valusy </ —- <= 10 char --> :
: </param> |
i <param>
; <value><atr>[COUNTRY]</str></value> <!-- <= 2 ]
{ </param> :
: </params> :
| </methedCall> 1
| </xmlREC> :

| <2:ml version
| <xmlRECH>
<methodResponses>
<params>
<param»

<value><str>[PATIENT HASH]</str></value>
</param>
</params>
</methodResponses
</xm1RFC>
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interop.p_hash

Response

<methodResponses
<params>

<param>

<valuex{atrx[PATIENT HASH]«/atr»</valuexr

</param:>
</param3>
</methodResponse>

</xml1RPC>

<param>

<value><str»[MIDDLE INITIAL]</str»</valuer <!-- <= 1 char -->»
</param>

<param>

<value>{str>[SUFFIX]</atr></value> <!/-- <= 10 char -->
</param>

<parzm>

<value><str>[PREFIX]</str></value> <!/-- <= 10 char -->
</param:>

<param>

<value><str>[DEGREE]</str></value> <!/-- «= 10 char -->
</param:>

<param>

<valuex<atr>[DATE OF BIRTH]</atr»</valuer <!-- ¥YYYMMDD Format -»

i </param> ,
E <param> i
| <value><atr>[STREET_ADDBESS]</str></value> <!-- «= 20 char --> E
E </params :
E <param» |
! <value><str>[0THER_DESIGWATION]</strx»</value» </-- <= 20 char -->» -
E </param> ]
b <param> E
<valuex><str>[CITY]</atr></valuer» «</-- <= 25 char --> ]
b </param> E
<param> :
| <value>str»[STATE]</str=/value> </-- <= 2 char --» E
E </params
| <param> |
E <wvalue><str>[ZIP]</3tr></value> «!/-- «= 10 char --> E
E </params 1
i <param> E
E <value><ste>[COUNIRY]</atr></value> <!/-- <= 2 char --> i
b </param> E
</params> :
b </methodCall> [
! ¢/xm1RPC> 5
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sinterop.get
-Definition
-Request

DEfInItIDn -Response

This function sends a patient hash to the server. A transaction ID is returned from the server as the request propagates to the logged in nodes.

MNode transmits the hash of the requested patient to the server. The server returns a response ID. The server then queries all the logged in nodes, concatenates the data,
and returns it along with the transaction id (in the node.accept function).

Request

<?xml wersicn="1.0"7%>
<xml1RPC>
<methodCall>
<methodWame>get< /methodlame>
<params
<param>
<value><str>[FATIENT HASH]</str></value>
</param>
</params>
</methodCall>
</¥m1BRPC>

<?xml version="1.0"7%>

i <methodResponass> ;
p <params> [
i <param> E
| <valuexatr>[TRANS ID]</atr></valuexr d
I </param> E
| </params> g
i </methodResponses E
' </ xm1RPCx |
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node.status Table of Contents A

rnode.status
Definition
Reguest

DEfInItIDn Response

This function allows the InterOp server to ping the node and has the nodes status code returned.

InterOp server sends 'PING' request to the node. The node then sends back a status along with a timestamp. If the node returns an error status, it will be logged out of
the InterOp server. A null response assumes there are communication issues and the node would be logged out of the server.

Request

<?iml version="1.0"72>
i <xml1RPCx i
: <methodCall> i
i <methodNamerstatus</methodfame> i
<paramsx
i <param> i
E <walue><3atring>FING</string></value> E
i </param> i
E </params> E
H </methodCalls 1
| </ Hm1REC> i

<?xml weraion="1.0"7%>

: <methodReaponases ;
i <params> {
: <paramy ;
i <walue><str> [CK|DOWN |ERROR] </atr></value> d
: </param> ;
i <param> {
E <value><dateTime.isc8601>¥YYYMMDDTHEMMSS</dateTime. i308601></value> E
i </param> d
: </params> i
b </methodResponses [
| </xm1REC> 5
b o o o o o o o o o o o o o o o ot o o o o o f o o o o o o o o o o o o e o o o o o o o o o o o o e e o o o e o o e o o e o o o o e e o e o o e o o o e e o e o e e e o o e e e e e e e e e e mmmmmmem e 2 a
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node.accept Table of Contents o
-node.accept
- Definition
Definition L

This function allows a node to accept the requested data from the InterOp server.

The server sends the data to the node along with the transaction ID and the MD5 Hash sum of the blob data. Upon receipt, the node generates its own MD5 Hash Sum on
the transmitted data. Should the match, the transmission is a success and response of OK with timestamp is sent back to the server. Should they not match, an error
state is returned to the server, which will retransmit at that time.

Request

E <7xml version=" '
| <¥m1REC> .
: <methodCall>

i <methodName>accept</methodiame> 4
; <parama> :
i <param» 4
E <value><satr>[IRANS_ID]</str></value> '
i </param> 4
<param>
i <value><atr>[P_DATA]</3atr></values 4
E </param> '
i <paramy 4
E <value><str>[F_HASH]</str></value> E
i </param> 1
E </params> E
H </methodCalls H
| </¥mlRECH

<?xml version="
<methodResponse>
<params:

<param>

I

b <value><str>0K|ERROR<str></value>

E </param>

: <param>

: <!-- If OR -->»

<value><str>[MDS HASH SUM OF P_DATA]</str></value>
1 <!-- If ERROR -->

<value><3tr>[REASON FOR ERROR]</3tr></valuex
H </param>r

</params>

H </methodResponse>

| </¥mIRECY
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node.get Table of Contents <
+node.get
= Definition
Definition s

This function returns data from a node to the InterOp server using a generated transaction ID.

The node returns data to the InterOp server. Data is associated to a transaction ID that is unique to the patient being requested and is not transmitted with the patient
hash for security purposes. The MDS Hash sum of the data is sent to the server for verification purposes of transmitted data.

Request
' ¢2xml version="1.0"23> !
| <¥mlRPC> |
: <methedCall> }
<nethodNane>get</me thodame >
<pEramay '
<param> |
<value><3tr>[PATIENT HRSH]</str></value> E
</param> "
</params E
| </methodCalls |
| </m1REC> i
Response
v £23ml veraion="1.0"2%
' <methodResponae>
<paramsz
<param>
<value><atr>[PATIENT DATA]</atr></value>
</param>
<param>
<value><atr>[DATA HASH]</str></value>
</param>
</parama>
</methodResponse>
| </xm1REC>
Discussion
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Patient Hash Algorithm Overview

| Table of Contents - |

The server sends the data to the node along with the transaction ID and the MD5 Hash sum of the blob data. Upon receipt, the node
generates its own MD5 Hash Sum on the transmitted data. Should the match, the transmission is a success and response of OK with
timestamp is sent back to the server. Should they not match, an error state is returned to the server, which will retransmit at that time.

Preliminary Salted Hash Algorithm Definition

-Patient Hash Algorithm COverview
-Preliminary Salted Hash
Algarithm Definition
-Preliminary Salted Hash
Algorithm Example

Based on HL7 2.3

Patient Field Padded Field Length
Patient Given Name 25
Patient Family Name 25
Patient Middle Initial 1
Patient Suffix 10
Patient Prefix 10
Patient Degree 10
Patient DateOfBirth | 8 (YYYYMMDD)
Street Address 20

Other Designation 20

City 25

State or Province 2

Zip or Postal Code 10
Country 2
Combined Size | 175

String is combined using space padding to preserve field sizes

A 'salt' is added to prevent decryption. This is a secret string of characters that is prepended to the concatenation of fields. For this example we will use the phrase

'LITSinterOp' as the 'salt' {11 Char). In a production environment, the salt would be a randomized secret sting.

Total Combines Size of string: 186




Preliminary Salted Hash Algorithm Example

[End of padding represented by bracket]

[Patient

[&]

[19760717]

[1234 AnyStreet LDr.
[

[Toledo

[OH]

[Us]

[Salt + Concatenation]

Hash Concatenation: [LITSinterCpPatient 3 197607171234 AnyStreet Dr.

Hash Sum: 6af3f2ed8331a2463f2fade7dan3e852




Discussion

Lisn e 03

I3 there any parbicular reason why the retumn values are definmg type via the xsi nstance namespace rather than relying on these being defined as string (or other
specific types) in the service definibion? Dynamscally responding st runtime to type definitions m certainly necessary in certam situations, however it adds
complicatiens, and for the ploting phase where we are now it would be a useful simplification to dafina tha types in tha service spac.

Also - [ tried tha WSDL [ included bafere - it gives an emer on trying to deserializa the ratum values - 1 need to ravise how the results array is descnbed.

Llen Fora. 200NN 10 11idd
Hara's an initial attempt at creating a wsdl that covers the status method. It werks successfully for requests submitted via Oxygen. Have not yet tested it for
creating a languags bindng 2.9, to Java using Axis.

7umi version="1.0"7> <wsdl:definitions xmins:xs="Dhiy

& tan Fare ;! 41
A couple of question on the namespace used i the SOAP requests and responses,

First a differant namespace is usad in the requasts and responsss. Dnt ¥ 1 J ig ugad n the request and S3hE
responsa. 1t would probably more convanient if thay wera the same.

also a namespace identifier which i not based on a machine 1P address would be preferable. Maybe something ke i
necessary for this to map to an actual webserver - 1 identifier for the namespace.

Thanks lan

Y
What i the URL for the SOAP service itsell?
OK - 1 thirk 1 found it. Dhtip://141.314.4

That certainly qivas 3 fespones to 3 Status request
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